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Cyber Forensic Analyst, Dr. Lalit Pratap
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Associate Professor,
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OBJECTIVES OF THE EVENT

1.To provide understanding of digital forensics, including cybercrime types, Indian
laws (IT Act 2000, BNS, BSS, BNSS, IEA), and core principles of hashing and
encryption.

2.To develop mobile forensic investigation skills, covering device preparation, data
acquisition, encryption, chipset understanding, and use of tools such as UFED 4PC
and cloud platforms.

3.To build competency in computer forensics, focusing on storage, file systems, disk
imaging, encryption, and analysis using FTK and Magnet.

4. To understand forensic workflows and practices for evidence acquisition, analysis,
and reporting per forensic standards and legal requirements.
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